There are two distinct bodies of literature on the Internet of Things, one that derives from a technical perspective, while the other comes from a human perspective. From a technical perspective, sensors can automatically detect physical activity, thus enabling elderly people to live independently, while sensors in essence check that they are active, remind them to take their pills, and so on. From a human perspective, people seek control over their lives, good health, social connection, and a sense of well-being that comes from having purpose and feeling competent in daily routines. So are technologies meant to enable users to stay in control of their lives and manage their relations and preferred routines, or do they undermine it, making elderly people feel subjects of surveillance and incompetent, disrupting their daily arrangements? And is there a middle path that we might take in design that creates innovative technologies that are aesthetic in form and function and empowering to use? In this paper, we offer a framework and examples of designs that bridge these perspectives.
Introduction
As the world population grows and gets older, ageing well becomes not just an individual goal, but a broader social and economic concern. In this context, across several research disciplines, scholars are investigating what contribution technology may give for ageing well. This aim can be approached from many different perspectives, but in this paper we mainly focus on two. One perspective identifies the potential health issues that begin to manifest themselves as the bodies age, people become more frail and less active, memory declines, and so on. One alternative perspective looks at the agency of older people and how they deal with a phase in life involving specific changes in habits, capacity, and social connection.
One key way to investigate these matters is through the places and the objects that people inhabit and use. These things embody the arrangements that people make to manage their own experience of ageing, sometimes even representing invaluable aspects of the older person social connections and identity [1] [2] [3] and in this age of ubiquitous sensing and connectivity can become the link between the ageing well and the technologies that can enable it [4] . This paper offers a reflection on current research on the Internet of Things, on both technical and social aspects. We carried out a research framework that highlights important but currently less explored issues of agency, reciprocity, and engagement, in addition to the relatively better explored technical issues, such as sensing, activity recognition, and connectivity.
The earliest visions of the Internet of Things (IoT) were founded in supply chain monitoring, making "things" able to identify themselves and their position in the supply chain, for example, using RFID tagging [5] . More recently this vision merged to, and extended, the ubiquitous computing (UbiComp) and ambient assisted living body of research, in which "things" are capable of sensing their surroundings, can process and aggregate this information, and possibly act on it. These "smart objects" can take many forms, from personal fitness trackers to home surveillance devices. Ideally, they allow their users to collect data about their own behavior, what is going on at their home or office, and even the behavior and whereabouts of their loved ones, enabling them to reflect or act on such information or to delegate the decision about a proper course of action to a supporting service.
In this broad context, one key application of the IoT is to support healthy ageing. This could in principle entail a number of opportunities for older people, from supporting 2 Wireless Communications and Mobile Computing continuing and meaningful relations, opportunities in the workplace, involvement in the broader community life, and overall ensuring a lifestyle as rewarding and satisfactory as possible. In practice, an overwhelming proportion of projects are focused on physiological health, preventing (or dealing with) physical decline and disease, ensuring safety in the home, and alerting the caregivers if something is wrong. This approach has the clear advantage of offering feasible solutions to well-defined problems, and this thread of research is having a tremendous impact on the field and is effectively transferring to real world products and services.
However, as we will illustrate in this paper, the concentration of most research efforts on supporting independent living against (or in spite of) mental and physical decline, risks legitimizing (and to an extent, even promoting) a stereotyped vision of the experience of ageing, one that sees the older persons as in constant need of care and attention, unable to care for themselves, and therefore a burden to society. At the same time, healthy ageing and safety for the older people are often conceptualized as primary needs that in many ways preempt other personal aspirations, including agency, self-sufficiency, privacy, and dignity.
We argue that a constrained vision of ageing and older users is in fact limiting the scope of IoT research for older people, and that as a research community we are missing tremendous opportunities to create new and more engaging tools and services. We will also show that, by fostering social engagement and reciprocal care, building on self-fulfillment and individual values, and supporting personal routines and family rituals, IoT research can expand its scope to support a healthy lifestyle and at the same time avoid the stigma that is often associated with assistive technologies.
Reproblematizing the Internet of Things
In this section, we first trace a historical background of IoT research. We discuss how a technology centered vision, focused on needs more than on values and aspiration, risks delineating aging exclusively as a problem to solve, rather than as one stage of life that technology can help to enjoy. By saying that many IoT visions and applications have been conceptualized from a technology-driven perspective, we do not seek to criticize this approach that is legitimate and very effective. We argue however that the IoT can do more than solving problems and in doing so it can take a different perspective on problematic assumptions about ageing, care, privacy, and so on. To better clarify these positions, we will offer one example of IoT technology for older users that takes a human-centered perspective of enhancing users' values and ambitions.
The Internet of Things.
The idea behind smart environments capable of merging the physical and digital world can be traced back at least to the work of Mark Weiser and John Seely Brown and colleagues at Xerox PARC [8] . In their ubiquitous computing vision [9, 10] , every person has access to countless computing devices that are embedded in the existing infrastructure in such a pervasive way that they become eventually invisible (from attention, if not from sight) and taken for granted.
These devices are able to some degree to anticipate users' needs or preferences, respond to natural interaction modalities, and merge the physical and digital world by injecting computing capabilities into ordinary objects (see the early scenario described in [11] ).
In the three decades following its initial publication, the UbiComp vision has inspired many different research initiatives, the most influential being probably the tangible user interfaces [12, 13] , ambient intelligence and ambient assisted living [14] , context aware computing [15] , and wearable computing [16, 17] .
The Internet of Things (IoT) [5, 7, 18] can in many respects be considered the latest incarnation of these visions, as it brings together aspects of intelligent sensing of the environment [19] , tangible interaction with "smart objects" [20] , wearable and mobile applications [21] , and applications to smart homes and smart cities [22] .
Approaching the IoT from different points of view, these works have understandably drawn different pictures of what the IoT is, could be, or could do. Ashton [5] traces back the concept of the IoT to a presentation at Procter and Gamble where he suggested the idea of products able to speak for themselves and computers able to gather such information using sensors and contactless identification. One early and very influential definition from Atzori and colleagues [7] places the IoT at the intersection of three "visions," respectively, focused on Internet, things, and semantics. Here the IoT is described as a computing paradigm made possible by "a variety of things or objects [. . .] able to interact with each other and cooperate with their neighbors to reach common goals" [7] .
The great impact of Atzori et al. 's framework is representative at the same time of the interest that surrounds the IoT and of the effectiveness of the framework to deconstruct and position IoT research efforts from a technological perspective [23] . This framework, however, represents the IoT efforts as largely technology-driven and the IoT related visions as rather technocentric, which on the one hand reflects the current focus of much IoT research (see, e.g., [18, 24] ).
Within the IoT domain, applications aimed at supporting older users and healthy ageing represent a major research avenue and have attracted considerable attention. However, as in much research about technologies for older people the way these services and tools are conceptualized in the literature offers a representation of the experience of ageing largely based on negative aspects [25] and leading to a stereotyped vision of mental and physical decline, constant need for assistance, loneliness, and ineptitude with technology. The goals of research and design, in turn, become constrained to a paradigm of "assisting," "supporting," and "filling the gap."
This paragraph and the next draw quotes from the most influential (350+ citations) papers from a Google scholar query on "Internet of Things and elderly." This is clearly not a comprehensive review, nor an attempt to criticize the approach taken in these papers. Rather, we aim to show that one particular problematization of the experience of ageing is disproportionately visible in the literature, compared to [6] replaced semantic reasoning with people. A human-computer interaction critique notes that, in the end, it will always be people to make sense of data and interpret things and their displays, even if things can communicate and reason with each other. Thus, semantic reasoning is subsumed under "things," and "people" take their place in the triad. This emphasizes the fact that the IoT is used by people and the human-machine interface cannot be ignored in its conceptualization.
other more positive visions. In the literature, the IoT has thus been described as a paradigm for "many different domains, such as home automation, industrial automation, medical aids, mobile healthcare, and elderly assistance" [26] , with scenarios that include "ambient assisted living aimed at unobtrusively supporting elderly people in their everyday lives" [20] . Within this context, services for older people have been proposed to allow "the doctor to monitor patients and the elderly in their homes" [18] ; to "increase the quality of life and security of the elderly and their families and caregivers" [27] ; and to "improve medical conditions of the elderly and keep them safe" [28] . At the same time, the challenges to face in order to make this vision come through are largely described as technical and infrastructural, involving the design and development of proper algorithms, protocols for secure data exchange, data analytics and visualization modalities, energy efficient boards, and standards and best practices to deal with the volume and peculiar nature of IoT data (c.f. [18] ). When the humans' perspective is considered, it is largely to acknowledge the difficulties of modelling human behavior so as to sense, anticipate, and adapt to users' preferences, recognize potentially dangerous situations, or respond to human input (see, e.g., [28] ).
This focus on technology and "solutions" and the absence of people (other than as generic "users") from most IoT scenarios has drawn some critique, especially (understandably) from the human-computer interaction (HCI) community [6, 23, 29, 30] . For example, Koreshoff and colleagues [23] revisited Atzori et al. 's IoT framework from a human centric perspective and highlighted some key HCI concerns that were missing from the original framework, such as people sense-making of data, implications for the design of communicating objects, and people's sense-making of things. Soro and colleagues [6] further built on these topics by suggesting to explicitly bring the people into the framework, in place of the "semantics." People, they suggest, give meaning to things and data through their own skills, values, goals, and emotions (see Figure 1 ). [31] is an IoT device that allows dispersed families to communicate across time-zones over the familiar routine of boiling the kettle to make tea. Modern lifestyle and the job market force many people to live away from their families of origin, often in different countries or continents. Communication across time differences can be problematic: the routines never match, when one party has some spare time for a phone call the other is busy at work or sleeping.
The Messaging Kettle. The Messaging Kettle
The Messaging Kettle augments an ordinary kettle: a Kettle Mate (in Figure 2 , the device sitting on the left of the kettle) includes a heat sensor to detect when the kettle is being used, a voice recorder to record and send simple voice messages, and speakers to play the messages received. A Smart Teabox (in Figure 2 , in front of the kettle) includes a touch screen with pen input and the computing and networking logic, where the users can scribble simple handwritten messages.
The Messaging Kettle allows adult children and their older parents to remain in daily touch. A couple of identical devices are deployed, one at each home. When in one home the kettle is being boiled to make tea, the Kettle Mate at the remote location will glow for a period of time, to make this simple routine visible in spite of the geographical distance.
When a voice message is received from the other party a button on the Kettle Mate will light up and will stay on until the message is played. When a scribble is received, it is displayed on the screen that is always on. There is no addressing and no contacts list. The two Messaging Kettles are linked to one another as in a presidential hotline. There is no buzzer or alarms or ringtones, only a warm glow on the Kettle Mate when tea is being made on the other end of the line. The Messaging Kettle consists in a companion device that augments an ordinary kettle with messaging, scribbling, and virtual presence. When the user turns the kettle on to boil water for a tea, a heat sensor placed on the Kettle Mate (left) reveals the activity. This is shared with an analogous device located at a different home, so that the routine of boiling the kettle becomes visible over distance. The users can also exchange voice messages and scribbles using the Smart Teabox (front).
The Messaging Kettle is located in the design space of IoT technologies for positive ageing [32] and its primary goal is to create a sense of virtual presence by making visible the daily routine of making tea, therefore letting its users know that life on the other side is going on as usual. It can certainly be considered a monitoring device as it includes sensors that, although indirectly, reveal the activity of the user. However, compared to devices that monitor more intimate routines, such as sleeping patterns, the Messaging Kettles insists on a routine that the people involved love to share and used to share when living together in the past.
We point out several aspects of the Messaging Kettle that can serve as examples of the arguments exposed in this paper.
The particular form of monitoring implemented by the Messaging Kettle is reciprocal and symmetrical. Each party gets to see when there is some activity around the kettle at the other end of the line. When people live in the same home they get to see each other's routines. The Messaging Kettle is intended to create a sense of presence that, although different from real family contact, is consistent with the social norms of cohabitation.
The Messaging Kettle allows for asymmetries in the desire to communicate. People have different preference and different lifestyles. Sending a voice message in the middle of the night (when it is early morning at the other end) may be problematic, but a scribble can be a silent a quick way of saying: "thinking of you." Users may have hearing or sight problems, making one form of communication better than the other for them when receiving a message, but at the same time they may have different preferences for sending.
The Messaging Kettle makes routines visible but is respectful of the personal borders. It is built around existing routines and leverages them to implement a reciprocal and noninvasive form of monitoring. It does so without relying on complex models of human behavior. Instead, it relies on the attachment that people often show to their habits and things. For this reason, it does not replace the existing kettle with an augmented one. The kettle (rather than the person) is the target of the sensor, and this is at once respectful of people's arrangements and empowering of people's agency. If one of the parties wants to enjoy a cup of tea "in private" they do not have to switch off the whole device, it is enough to turn away the heat sensor, and this operation is performed manipulating the physical objects, rather than configuring a menu.
Finally, the Messaging Kettle supports communication over daily mundane topics, encouraging both parties to share a little thought every day, rather that forcing them to plan for longer and demanding phone calls. Social engagement is one of the fundamental conditions for healthy aging. It is also the best form of monitoring, as it involves people watching over and caring for one another, in this case with the mediation of the IoT.
With the example of the Messaging Kettle, we wanted to introduce themes of agency, routines, and reciprocity that are often left marginal in IoT research. These themes, we propose, should take a more central role in the design of IoT technologies for healthy ageing: things (whether "smart" or traditional) are embedded in routines and personal arrangements; social relations are founded on reciprocity and engagement; personal values, such as privacy, self-sufficiency, and agency, underpin the sense of dignity in later life. These themes and the reason why they matter will be further developed in the next section.
Related Research
While ageing is an objective and quantifiable phenomenon, the precise beginning of old age is a subjective experience that varies culturally and historically; thus, old age is considered as a social construct that represents transformations in a period of time encompassing biological and psychological changes [33] . This socially constructed meaning of old age can involve roles assigned to older people, loss of roles accompanied by physical decline, or lessened capacity to actively contribute to society [34] . Historically (and still today in traditionally oral cultures) "old age" was a synonym with experience and wisdom and old people were given high regards and respect in societies [35] . Elders are the custodian of their culture's knowledge as they ensure that history and traditions are passed on to the next generation.
The development of the printing press [35] and the industrial revolution [36] are believed to be major factors which led to the change of attitudes towards ageing and older people. In the advent of the printing press, history and traditions could be passed on to the next generation through books and other printed media [35] . The industrial revolution changed the structure of family and community that progressively became dispersed and mobile as they looked for livelihood [36] . Factory jobs demanded long hours and hard labor and were more suited to younger and stronger workforce. Branco and Williamson note that these changes contributed to the association of negative connotations to old age: a burden and noncontributing.
As discussed by Nelson [37] , society has now a tendency to consider older adults as less important, incapable especially to live independently. Ageism is the social perception of the stereotypes and prejudices that people have on others based on their age [37] . The changes brought by ageing, such as challenges with social isolation, the difficulties of a frail body, unclear social role, may impede the hope for autonomy, engagement, and an active lifestyle [2] . Such stereotypical negative notion of ageing [37] influences how older adults are seen and in turn leads older people to doubt their selfworth. Isolation and disengagement may then result when older people's roles in society decrease resulting in reduced interaction with others [38] , responsibilities and power are taken away, and dignity is lost [39] .
More recently, a discourse on active ageing is aiming at reshaping the conversation around what it means to age well, from a deficit-focused one, to a more positive view that highlights agency and connections [40] . In this line of research, Nassir and colleagues proposed a review of factors that influence positive ageing and how to incorporate them in design [32] . Their framework takes up the structure in three pillars from World Health Organization's active ageing [41] and spells out some main determinants underpinning health, participation, and security, offering opportunities for design.
We embrace the positive ageing framework [32] as a conceptual lens to guide our discussion of related works. However, given our focus, we will concentrate on those elements of existing designs that, by giving prominence to supporting health, potentially risk becoming detrimental of the equally important elements of security and participation. Below we review and discuss relevant works evidencing these risks, beginning with how technologies for older users have been largely designed to make life easier or safer, but not necessarily more interesting. These works also show that many technologies are designed to collect, store, and process data about their users' activities, but do not offer proper interfaces to allow them to review, filter, or make sense of this data, resulting in a sense of loss privacy and control over one's own life. This becomes particularly evident when the older adult is made the subject of unidirectional monitoring, sometimes with the effect of disrupting the routines and habits through which people manage their everyday and therefore, paradoxically, working against independence in the attempt to support it.
Technologies for Older Users.
The negative stereotypical notion of old people as frail, unhealthy, sedentary, and uninterested does not apply to everyone [42] . In fact a large proportion of older adults do not consider themselves "old"and live autonomously [43, 44] and enjoy meaningful engagement with their families and their broader community [45] . Durick and colleagues reaffirm that older age does not necessarily entail being stagnant, isolated, a problem for society, and unhealthy or being incapable to learn new technology [25] .
However, studies on ageing process and technology showed that there is a close relationship between quality of life and technology usage [46] . Specifically, studies showed that digital technology and the digital world raise issue of exclusion that may negatively affect the quality of life of older adults by becoming isolated in the continuous advancement of such technology [47] .
Nevertheless, many designs are focused on assistance, rather than on inclusion, and are often tailored in the assumption that older people are incapable of managing their mental, emotional, social, and physical state [42] . Technologies specifically developed for older people to assist their independent living or to provide "care" are often referred to as gerontechnology [42] . These technologies manage cognitive decline (e.g., pill reminder, wandering tracker) and support or track physical activity (e.g., scooter, walker, fall detector, and emergency systems) or the general well-being (e.g., telecare system, social media applications, social robots, and tracking and monitoring devices) of older people.
Telecare systems and other forms of remote monitoring are criticized as they provide a form of care without human touch or social intimacy and thus may reinforce social isolation [48, 49] , but even those technologies that aim to automate and simplify different aspects of everyday life can ultimately result in disrupted routines, dependency on automation, and ultimately further isolation [50] . Routines and the effort of doing the day to day activity can actually result in health benefits to older people, as they generate familiarity, comfort, physical activity, socialisation, and a sense of accomplishment [50] .
Collecting and Interpreting Data.
There is value in the data, especially regarding people with high risk situations, such as dementia or serious chronic conditions, and sensorenhanced homes promise empowerment for independent older adults and peace of mind to family members. But how much of a person's well-being can be represented as raw data of their activities, whereabouts, and physiological measures?
The assumption that the data produced by IoT applications could be easily (or even semiautomatically) interpreted and acted upon turns out to be a problematic one [51] . Knowing the data and reflecting upon it may not be enough. For example, studying energy monitoring sensors in the home by Rogers [52] acknowledges the challenge on representing data in these types of systems, especially the ones that are aimed at engaging users. The data's accessibility, intelligibility, usefulness in different forms, devices, or environment is crucial for users to enrich their own experience. How can these data be represented so they become meaningful and in turn empower the user?
Fischer et al. [51] noted that the legibility of the sensor data is dependent on situated reasoning and that its sense is unconditionally bound with situated action, routines, and practices. Also, they assert that sensor data's factual status cannot be confirmed separately from the circumstance of its occurrence.
Not only an understanding of the everyday of the users is necessary to sketch a complete picture, but even in the specific of a given event, the situated nature of the interpretation of sensor data makes it very difficult if not impossible to separate action from context and reduces them to a computable abstraction. As argued by Dourish [53] , context, when seen as a property of interaction, is a dynamic and emergent feature that is only relevant to one particular instance of action. Here contextuality is seen as a relation that binds activities to one another, rather than as a predictable backdrop against which events take place.
There's a need to look further into the subtlety and nuances of how routines and interactions are managed [54] , how mundane arrangements are enacted [2] , and how communities of practice are comprised [43] in seeking to design for independence, agency, and engagement. Considering the themes above could lead to successful design strategies to create IoT technologies that support the ageing population [4] . Our goal is to create designs that mesh with the use and practices that surround existing objects and to look at routines and personal arrangements for clues of what novel designs may be accepted.
Privacy and Control.
One critical aspect of introducing monitoring and automation in the lives of older adults is the perceived intrusion in their privacy and the lack of control over one's personal information. Ironically, while technology for older people is designed to assist and support them, the literature shows that these systems strip away from users a degree of control and power.
When the health declines, older adults become more willing to use assistive technologies that involve sharing of data with third parties [55] . In this case, however, they also want to be involved in the choice of system and to be in control over the technology, and control over the system is an important factor in technology acceptance [56] . This involves getting an understanding of the system's usefulness, availability of data, and cost [55] . When it comes to privacy, older adults are very thoughtful and want to be empowered and to retain the sense of the home as a haven with respect for their autonomy [55] .
On the contrary, examples of smart technologies and services that endanger their users' personal information are abundant in the research literature and in the news. Smart thermostats, fitness trackers, and smart appliances are easily breached, literally opening the front door to those who possess the skills to hack these systems [57, 58] . News regarding the violation of online services appears on a regular basis.
In a private setting as a home, the installation of technology especially assistive technology that may monitor people's habits and activities takes away control from older users in a territory they call their own. Crucially, these problems can be somewhat mitigated by improved security and authentication, but a key limitation depends on the inherent asymmetry in the design of many such devices.
This asymmetry can be observed in the direction of the flow of data, from the monitored and assisted to the caregivers, in the opacity, at least from the point of view of the older user, of the algorithms that process this information, and ultimately in the relations of power existing between older people and their adult children, caregivers, and the institutions.
Asymmetry of Technology and
Relations. Older people's care network of family, friends, and health care providers would want to ensure their older loved ones are safe, healthy, and active [59] [60] [61] . Adult children are mainly concerned with the well-being and safety of their parents, whereas for the older adult, a key concern is their autonomy, including the autonomy to choose technology to one's own taste [62] . Notions of reciprocity and asymmetry (e.g., affection or interaction between parent-child) and autonomy and role renegotiation (e.g., provider to receiver of support) underpin the older adult's self-worth by allowing them to actively participate and contribute to the family [44] .
Technology has the potential to enhance the lifestyle of older people, but they should not just be passive informants but should be active partners in the technology design, development, and delivery process [63, 64] .
A vast number of applications aimed at older users however focus on gathering data and monitoring the activities of the person to notify the caregivers. Examples include smart family portraits that embed sensors capable of gathering the older person movements [65] and data loggers to be placed in the beds, rooms, and appliances in order to detect early decline for health care intervention [66] .
In these types of systems, health care providers are keen on determining patterns of decline [67] and older adults expressed interest of receiving some form of feedback from the system [68] . However, what the technology provides is often more in line with what family, friends, and health care professionals want. While one goal is to allow older people to be safe in their house, older people also want to be able to protect their habits and routines [2] and maintain social relationships outside the home [69] .
Disruption of Routines and Habits.
Daily routines and social connections are key to allow older adults to stay active and maintain social interactions with enhanced quality of life [70] . They maintain the same activities, routines, and relationships by developing strategies based on their past experiences [71] to continue to have meaningful relationships and retain their autonomy [44] .
In the need for independence, older adults configure and reconfigure their world, but they rely on their own temporal structures such as routines to manage this independence; in turn peace of mind can result from having a routine in place, knowing that things are as usual and that everyone is doing well [54, 72] .
Routines and habits come with objects or important items that support independence and agency and even connection to friends and services [4] . Objects as simple as a collection of spice jars can be the enablers of important routines [73] : they show the changes that happened over the years as the cooking preference, the apartment, and the circumstances of its owner changed and form an important aspect of the older person's routine. These practices give meaning to people's lives and keep them functional [2] and they are cues that everything is in order [54] .
There is clear evidence that older adults value their personal preferences, rhythms, and routines [2, 4] . For example, López Gómez [2] discussed arrangements that older people came up with in order to accommodate a personal emergency care pendant in their autonomous life. The study found how people managed many different workarounds to avoid the stigma or simply the inconvenience of wearing the pendant: hanging it up on a crucifix beside the bedside or wearing it disguised as a brooch. Rather than simply wearing the pendant around their neck, the inventive ways the owners accommodated the pendant show that the device is cumbersome, intrusive, and, in some degree, demeaning. Similarly, Brereton [4] discussed the habits of an older woman in relation to her objects, noting that each object fits a specific routine that in turn was established and sustained over the years to accommodate the person's capacities and preferences, but also the organization of the home.
Summary.
As we have discussed in the sections above, a technology-driven IoT can potentially miss many opportunities for creating technologies that stimulate, engage, and support older people in their everyday quest for a healthy lifestyle, meaningful relations, and positive ageing.
Much current research conceptualizes ageing in terms of negative changes affecting the mind and body, from loss of memory to fragility, weakness, and disease. Aspirations, ambitions, and personal goals all contribute to make life worth living but are often left out of the picture. The resulting designs, operating under an assumption of providing care in the home to avoid the costs of hospitalization, often result in products that establish an inherently asymmetric relation between the caregivers and the patient, the watchmen, and the person under surveillance.
Sensors and algorithm are often opaque to users and understandably draw some suspicion. The problem of "privacy" is often reduced to a more manageable matter of "confidentiality" depriving in practice the users of the possibility of setting boundaries by deciding what aspects of their life they want to share, for what purposes, and who with. Many designs thrive on the dependency and on the feeling of incompetence of their users: the usefulness of these technologies is often predicated on their users becoming more and more dependent on them, rather than on empowering users giving them control over the system and their own life.
Finally, the routines, habits, and personal objects through which people manage their everyday and enact agency are often neglected. People value their routines both for the purpose they serve and for the sense of accomplishment that comes with being able to arrange one's life and home their own way. These routines, habits, and arrangements are easily disrupted by introducing a new technology and the new practices that come with it. But routines are also important from a system design perspective, because actions and activities are embedded in daily life, and making sense of the activities can hardly be abstracted from the routines, and from the objects and locales in which they take place.
The next section presents an extended framework that represents the IoT paradigm in terms of its broader technical, design, and social challenges. With it we aim to foreground research directions and opportunities that are receiving currently relatively less attention, but also to highlight the necessity of addressing these challenges holistically, rather than as separate research agendas.
An Extended Framework for the Internet of Things
Our proposed framework, schematized in Figure 3 , partly retraces the representation of the IoT paradigm as presented by Atzori and colleagues [7] and extended by Koreshoff et al. [23] and Soro et al. [6] . Rather than conceptualizing the IoT as a convergence of three technology-driven "visions," we acknowledge the key role of "things," but we do so from a human-centered perspective. In spite of their central role, things are not the only actors in an IoT scenario, however, and we propose that an IoT application can be fully understood only through a comprehensive analysis of the things, as well as the people and the data, and through a detailed description of how these interact with one another. We will discuss these themes moving bottom up through the framework.
Understanding People.
We certainly cannot attempt here a discussion of how people interact with technology and with one another and why they behave as they do. Nevertheless, it should be clear that describing people only in terms of their physical abilities (or disabilities) would be equivalent to reduce individuals to the measurable properties of their naked bodies. Such dehumanized descriptions would have the same thickness of the stick men of UML diagrams.
One common reason why people fail to adopt new technologies or abandon these technologies short after an initial adoption is that many designs overlook personal motivations, individual goals and values, or propose technologies that do not valorize existing skills or that fail to encourage people to learn new ones [74] .
People have their own goals, and being safe in their home is only one of the goals that older people face in their every day. Technologies should be designed so as to support these personal goals and values, not in competition with them. Even when designing with the goal of "assisting" the possible drawbacks in terms of loss of dignity, sense of self-sufficiency, and increased dependency should be scrutinized, and the overall benefit of technologies is discussed in this broader light.
The framework also underlines that people (even users) cannot be considered in isolation. Humans thrive when socially engaged and decline when isolated. Social engagement and reciprocity, people looking after and caring for people, and receiving love and care in return are the best way of ageing healthily. This does not mean that human care is the only possible health care and that IoT tools and services have no role in it. As we have discussed, such simplistic reading fails to account for the care and value that people place on objects [75, 76] . At the same time, we cannot overlook that people live in a relation of interdependence with one another and with technology. Tools and services designed without enough consideration of these existing networks of relations incur the risk to further marginalize those same people that they aimed to support [77] .
Understanding Things.
What are the "things" in the IoT? Papers that discuss the architectural elements of the IoT (protocols, middleware, and addressing) often leave this question intentionally unanswered: a "thing" is any object to which a unique identifier, for example, RFID, can be assigned [7] .
There is great power in decoupling the IoT middleware (and the problems of routing, discovery, sensor fusion, authentication, and so on) from the actual objects that the humans will see and use. However, this also hides the enormous complexity that is inherent in "things," in how things relate to particular places, and in how people relate to all of the above.
A majority of studies focus on the home as a preferred setting for IoT applications. This is not to say that the IoT has no place out of the home or that studies that look beyond the home (for example, towards connected vehicles, smart cities, and more [78] ) are not available. This may somewhat be limiting the scope of mainstream IoT research, and for this reason the framework includes explicit reference to other application settings, such as the car and the urban space.
Yet, the home as a setting helps to bring into focus important aspects of dignity, privacy, and the importance of routines that in other scenarios may be less evident. Embedding the same technology (more or less) in different everyday objects, for example, a kettle [31] , a candle burner [79] , a cooking apron [80] , makes a big difference, because these objects are used in different contexts, to enable different experiences and sustain different rituals.
Besides their purely functional properties of tools or decorations, people value things and objects for what they afford, what they represent, and the time and effort put in integrating those objects into their home, routines, and habits. These "invisible connections" [3] are of particular value for older people, and new tools that disrupt the comfort given by the existing ones and the habits they sustain can have a hard time being accepted.
For example, designs that aim at creating smart homes cannot overlook that the home is at the core of the older person's emotional well-being [81] . Similarly, smart transport systems cannot be conceptualized without considering that the car, for older people, is a symbol of self-sufficiency, whereas a dependency on others for transportation raises feelings of inadequacy [3] . Objects that have been a companion for many years are difficult to replace, even if the newer model offers augmentations that can support a healthy lifestyle.
Finally, although in the IoT virtually any object can be connected to the network, there are objects that are better left alone, since their value for one person transcends the nature of the object itself. Family jewels, object that represent the connection to a loved one, and objects that came to be part of one person's self-identity are examples of objects that are very problematic to "augment" with technology. For example Leonardi and colleagues noted that some rooms of older people's homes are too "intimate" and unsuited for technologies such as fall detectors [81] .
People and Things.
Physical skills and how they match (or not) a given task and a certain technological tool are the focus of "classic" HCI disciplines, such as usability [82] and accessibility [83] . While these disciplines capture important aspects of how technology is used, more recent HCI scholarship acknowledges that the broader "user experience" can hardly be understood only in terms of fitness for purpose and ease of use [84] .
We have illustrated how IoT tools and services evoke mixed feelings among potential users. There is evidence that older people react positively to IoT scenarios [85, 86] , but when invited to evaluate the use (i.e., looking beyond the mere usefulness) of particular technologies, for example smart fridge [87] , emergency pendants [2] , and medication reminders [88] , attitudes become more suspicious if not plain hostile.
The study of technology acceptance has been largely limited to the context of the workplace [89] and to a limited extent in the context of leisure and entertainment [90] . Yet, theories of appropriation [74] , place-making [91] , and design after design [92] can account for the process through which new technologies are inspected, adopted or rejected, possibly modified, and embraced. IoT tools and services will not exist in a vacuum but will, if adopted, become part of ecology of tools and gadgets. Interoperability with these other tools will be crucial, of course. But other subtle factors will play a role as well. Every new tool will require "space," both physical (e.g., a place on the kitchen bench and a power socket to connect), mental (as new skills will have to be acquired to use the tool), and logistical (because other tools will be repurposed or abandoned, routines will be modified, and habits will change).
As users invest time and effort in learning to use a new technology, adapting it to their own needs and routines, the new tool becomes part of people's everyday life and will hardly be abandoned or replaced [93] . As described by Ambe et al. [1] , through continuing use or personalization particular technologies can become part of their users' identity (imagine Cartier-Bresson without his Leica), a phenomenon that they dubbed "individuation."
A key aspect, often overlooked in technology-driven designs, is that users will appropriate (in the sense of continuing design in use) the technology they adopt, regardless of the preferences of the designers. Sometimes these adaptations will be so radical that the original purpose of the device may be compromised, as in the example discussed by López Gómez [2] of users hanging their emergency pendants to a crucifix. The lesson is that once a technology is adopted, habituation, appropriation, and individuation will happen. They could work in favour or against the intended functionality, depending on what users value most, so designers and researchers should always keep these phenomena in mind.
Understanding Data.
While there is agreement over the fact that IoT services will gather a great amount of data, the problem of what to do with it has, once again, been approached mostly from a technological perspective. There is great emphasis on the problem of how the things will make sense of the data, from collection to storage, compression, transmission, analysis, fusion, mining, and semantic inferences (see, e.g., [18] ). There is currently less emphasis on the complementary and equally important problem of how people will make sense of the data.
While the confidentiality of data can be ensured algorithmically, through authentication and encryption, supporting privacy and security involves creating tools that support users in making informed decisions about their data and systems that are transparent and legible to their users.
For example, what are the implications of sharing physiological data gathered through activity trackers? Wat are the relative risks of storing them in the cloud rather than on a personal device? Who can materially access the data? What can be potentially inferred from it besides the original intent that the data was gathered for? These questions are still very open and can hardly be addressed from a purely technological perspective.
The well-known distinction between data, information, knowledge, and wisdom [94] resonates very well with the issues exposed here. Data, as Ackoff suggests, are plain symbols that need processing to be useful. Automatic systems can aggregate data into information, therefore providing answers to "who," "what," "where," and "when" questions. Knowledge is information in action; it can support "how to" questions. Wisdom is knowledge evaluated and can support reflection and "why" questions. Ackoff said that "it may well be that wisdom-which is essential for the pursuit of ideals or ultimately valued ends-is the characteristic that differentiates man from machines" [94] .
Things and Data.
In the IoT, the convergence of things and data produces an ecology of interconnected smart objects [95] that brings interaction out of computer screens and into the real world. From this perspective, the IoT is continuing the research efforts of related fields, such as TUIs [12, 13] , UbiComp [9] , and embodied interaction [96] .
Objects and environment can host sensors, networking, and computational capabilities and become aware of the actions, needs, and preferences of their inhabitants or users, but this is only one initial step. The great challenge of the IoT is to bring things and data together in a new type of entity that is greater than the sum of its parts.
Not all technologies are capable of doing this, and in fact they can have the exact opposite effect. Ease of access to information does not necessarily support reflection and deeper thinking [97] . From drivers following meekly their GPS [98] to parents fostering their own anxieties by tracking every breath of their children [99] , many "smart" technologies have the potential to deskill and disempower their users.
On the other hand, research projects that have explored smart objects have shown interesting examples in this domain. Fridge doors and mantelpiece clocks can become interactive interconnected devices that support shared awareness and enhance communication in the family [100] . Here meaning is created by the users of the smart objects through unique and personalized arrangements that respect and even enhance, rather than disrupting, existing social relations. The smartness of these smart objects consists in making their users smarter [101] .
A powerful opportunity consists in leveraging those objects that, for their very nature, support and shape activities that engage and bring people together [92] . By enhancing routines [4] and rituals [102] , IoT tools and services can foster healthy living in powerful and engaging ways. This is particularly relevant for older users, because routines are seen by them as contributing to give purpose to their lives [2, 103] .
Operationalizing the Framework.
Finally, we offer here a discussion of how the framework can be used, where it fits in the design process, and what gaps, not just in knowledge but in also practice, it aims to fill. Conceptually the framework aims to build a bridge between the technical perspectives on IoT design for healthy ageing that are mainly problem driven and oriented towards assisted living and the human perspectives that focus on personal values and aim at supporting healthy ageing through engagement.
Operationally, we invite readers to see the framework as a map of the IoT for healthy ageing design space. This map lays out key research topics, showing how the technical and human perspectives tent to foreground certain research questions and to push other ones to the background.
Looking at this design space from a technical perspective is to navigate the framework from the bottom up. Here we found the layer of physical and technical challenges, people can be described in terms of their capabilities and needs, things are largely considered tools politically and emotionally neutral and can be designed to adapt to these capabilities, and data is defined by specific data formats, including encodings and cryptography. Problems at this level are made tractable by means of abstractions, people are reduced to the data that represent them, and human behavior is schematized and compared against norms, so that sensors and algorithms can decide what falls within normality and what does not and possibly trigger an alarm or act. A key aspect is that, at this end of the design space, agency is with the tools they act on people (and people react, e.g., to smoke detectors, collision alerts, and home surveillance systems). The information flow is largely directed from the people to the data cloud, with plenty of sensors gathering fine grained information that is then processed and assembled within the system.
One level up the framework accounts for growing social and emotional valence, intimacy, and subjectivity. This is the level where design challenges are spelled out. People have goals, skills, and preferences. Their interactions with things are better understood in terms of place-making and appropriation. Making sense of the tools and making sense of the data that can be accessed through the tools becomes a primary concern. At this level things are described also in terms of their social and emotional valence and what they afford in terms of lifestyle, expressions, and social recognition. These objects have a life of their own, and by interfacing with data they can open up possibilities for new and exciting forms of interaction. Security and privacy at this level are also better understood as design problems, as they involve not just the adoption of secure corms of encryption, but also the consistent use and maintenance of safety measures, as well as the ability to decide what to share, who with, and for how long.
Looking at the framework from the top down is to take a human centric perspective that deals with designing for and with individuals and communities and for and with very subjective and intimate goals in mind. At this level, people are better understood in terms of their goals for social engagement, dignity, reciprocity, and respect. To understand their interactions with things, their routines, habits, and social identity need to be understood in addition to purely utilitarian values. Objects are better described also in terms of their subjective value, such as in the case of family memorabilia, or symbolic objects, that come to represent loved ones, or are seen as representing our identity in relation to others. Smart objects at this level become unique and sometimes irreplaceable. Augmenting existing objects may not be feasible, as it may compromise the original object. Some objects that have particular meaning or personal value may be better left alone. Technologies at this level are better understood in terms of the social relations that they can facilitate (or compromise) and the personal attachment to specific objects and routines. Here agency is with the people: they use the tools and service to engage and interact with others in their own terms. The information flow is largely from the cloud to the users, as they explicitly interact with the IoT to communicate and collaborate.
It is important to note here that neither of the two perspectives, technical and human, can stand on its own, which is why we offer this framework in the first place, to help to get a glance of the bigger picture. Like with De Bono's metaphorical "thinking hats," it is sometimes helpful to force ourselves out of our comfort zone to take a different perspective. It also helps to understand the limits and the pitfalls of each. Moving from a technical perspective, a refusal to adopt technologies that are useful and reliable may seem irrational and stubborn. Moving from a human perspective one may be tempted to trust that specific "technical" problems, for example, latency and security, will eventually be addressed and should not be a concern.
Finally, we intentionally avoided to discuss the methods that support research at each perspective, as this would have required a space well beyond this paper. However, the framework touches on the fact that the two perspectives rest often on very different epistemological stances. Moving up the framework, the research problems become focused more on personal perceptions, needs, and feelings and it should be no surprise that the research approaches become more qualitative, and the credibility of the research findings is based on the abundance of background and details in the accounts offered. Similarly, navigating down the framework, goals and problems are generalised into models that can be studied and validated with quantitative approaches, if not through pure mathematical proof. We point the reader elsewhere (for example, Venkatesh and colleagues [104] or Matthews and Brereton [105] ) for a discussion of these matters. We wish to note here, however, that these differences in research approach are signs of different worldviews that the proposed framework seeks to make more visible.
Limitations.
Having discussed the values and goals that could inform the design of IoT technologies for healthy living, we need to point out here how the framework, while sketching a "bigger picture," is still constrained to a design orientation that can potentially reinscribe the same technology-centrism for which we set out to offer a counterpoint.
One first limitation is that many key themes highlighted in the framework are derived from studies that are situated (spatially, temporally, and culturally) in a very specific context. So for example, noting that depending upon others for transport creates feelings of inadequacy [3] subsumes a specific cultural reference that values independence (as opposite to interdependence, see, e.g., [106] ) and associates it to owning a car and driving it personally. This may represent a correct assumption where/when the study was conducted but may, and in general will, change in the future or elsewhere.
Morozov [107] coined the term "technological solutionism" to characterize a tendency to approach complex problems with deep social, economic, and ethical implications, as purely technical, and offer a "solution" for them. Technological solutionism prospers in technocentric and technooptimist ground. Maturo [108] noted how a solutionist standpoint pervades much discourse around monitoring and health application: "quantification and solutionism implicitly deny the fundamental role of social factors for individual health. One of the few certainties of sociology of health and epidemiology is the strong correlation between social determinants and health" [108] .
Suchman [109] presented the complicated and usually opposing views on the visions of care by the government and by different organizations (e.g., technology industry and medical field) with the experiences and realities in the perspective of the receiver of care. Suchman highlights how information systems in healthcare settings are often ambitious and envisions a utopian setup that falls short because local practice of care and knowledge on how to improve it were not considered [109] .
Henwood and colleagues noted that healthy living is a difficult process involving emotional challenges, anxiety, and uncertainties that interdependence with others who have similar experiences in conjunction with the kindness of service providers can help to support [110] . Mol [111] further highlighted that care is best understood and practiced when it is considered as a shared involvement among health care providers, family, and friends as well as technologies and other actors.
It is reasonable to extend similar considerations to healthy ageing and stay alert to the risk of responding to a stereotyped vision of ageing with an idealistic vision of an IoT that puts social engagement and healthy ageing within reach of a click. Such utopian vision could ironically have the concrete effect of presenting healthy ageing as a matter of individual choice, shifting responsibility towards the older people, and away from the community, the institutions, and the service providers.
There is a clear need to broaden the scope of IoT research even more than proposed here, to better account for the (sometimes competing) goals of institutions and industry, for the changing culture among users as today's adults grow older, and from the increasing challenges of improving our lifestyle together with our lifespan.
Conclusion
In the introductory sections to this paper we have provided some examples of widely referenced papers that depicted older people as fragile, in constant need of care and medical attention, and passive subjects of "smart" sensing technologies. Those papers resulted from a Google scholar query on "Internet of Things and elderly." Curiously, the analogous query for "Internet of Things and older adults" gives a completely different picture of the current IoT research, one that includes some of the literature that we have proposed as counterexamples, such as [3, 29] .
There are two distinct bodies of literature on the Internet of Things that are pursuing the same goals from different directions and even using different languages. One derives from a technical perspective while the other comes from a human perspective. From a technical perspective, sensors can automatically detect physical activity, thus enabling older people to live independently, while sensors in essence check that they are active, remind them to take their pills, and so on. From a human perspective, people seek control over their lives, good health, social connection, and a sense of wellbeing that comes from having purpose and feeling competent in daily routines.
We have proposed a framework that aims at bridging these two perspectives, gathering into a coherent picture the main themes avenues for research. William Buxton, a pioneer of multitouch and manipulative interaction, noted that 30 years between seminal research and commercial success are not at all unusual in the world of computing [112] . The technologies we are studying today are the same ones that will be imposed on us in the future by our apprehensive children and a financially exhausted health care department.
Will these technologies be an enabler of independence and control or will they undermine it, making older people feel subjects of surveillance and incompetent? And is there a middle path that we might take in design that creates innovative technologies that are aesthetic in form and function and empowering to use?
